
 

 
An inspection into how well the police and other agencies use digital forensics in their 

investigations 

 

This report was published on 1st December 2022 and a response due by 26th January 2023.   

 

1.0 Summary of key findings 

 

The report follows an HMICFRS inspection into how well the police use digital forensics to 

secure evidence and protect victims of crime. 

 

Digital forensics is a branch of forensic science which includes the recovery and examination 

of digital devices to collect evidence, such as on smartphones and computers. It plays a key 

role in securing criminal convictions and providing justice to victims. To examine the 

effectiveness of this branch of policing, HMICFRS conducted fieldwork in selected police 

forces and regional organised crime units (ROCUs) across England and Wales.  

 

Overall, the Inspectorate found that the demand for digital forensic examinations outstripped 

the capacity of police forces. In some forces senior leaders lacked a proper understanding of 

demand, and there was little forward planning to manage demand into the future. Digital 

forensics services are often not well enough resourced and the needs of victims were also 

rarely taken into consideration when the police seized digital devices. Some devices, 

containing a range of personal information, were kept by the police for many months and 

there appeared to be little recognition of the effect this can have on victims’ wellbeing. Too 

often victims are being let down by a postcode lottery, with the service they receive heavily 

dependent on the force area they live in. 

 

Nationally, there is a backlog of more than 25,000 devices waiting to be examined and some 

forces are taking up to 18 months for evidence capturing to begin. This leads to huge delays 

in criminal cases, which has a knock-on effect on both victims’ wellbeing and chances of 

successful prosecutions. 

 

Despite there being a national digital forensics strategy, the majority of forces visited had not 

adapted this into a plan locally.  

 

The full report can be viewed at the link below: 

https://www.justiceinspectorates.gov.uk/hmicfrs/publications/how-well-the-police-and-other-

agencies-use-digital-forensics-in-their-investigations/ 
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2.0 Recommendations 

 

The report makes nine recommendations to help drive improvement in digital forensics.  

Three of which are directed at police forces.  

 

Recommendation 2: By December 2023, each force in England and Wales should develop 

a governance and oversight framework to better understand the local demand for digital 

forensic services. 

 

Recommendation 4: By September 2023, the National Police Chiefs’ Council and all forces 

within England and Wales need to include the management of digital forensic kiosks in their 

governance and oversight frameworks. 

 

Recommendation 8: By November 2024, chief constables should integrate digital forensic 

services under their existing forensic science structure. 

 

3.0 Chief Constable’s comments 

 

We welcome the HMICFRS report “An inspection into how well the police and other agencies 

use digital forensics in their investigations”.  

 

This report identifies a number of recommendations, with recommendations 2, 4, and 8 

aimed at police forces. As a force, we are a part of South West Forensics (SWF), and we 

stand strongly and work inclusively with this partnership.  

 

Recommendation 2 asks forces to develop a governance and oversight framework to better 

understand the local demand for digital forensic services.  

 

South West Forensic Forces (Avon & Somerset, Devon & Cornwall, Dorset, and Wiltshire) 

will follow the national set demand modelling to fully understand the volume of work being 

submitted to regional Digital Forensic Units (DFUs), and the work being completed to enable 

us to benchmark best practice. Alongside this, a new SW Performance Board is being 

established under SW Policing which will utilise the new performance benchmarking process. 

 

Regional governance is maintained through the Regional Senior Detective Officers’ (SDO) 

Board which meets with the SWF Director monthly. 

 

I am also pleased to share that demand modelling is being explored across the South West 

through the implementation of a new Case Management System, this aims to support the 

requirements of the business and deliver national modelling moving into 2023 and beyond. 

 



 

 
Recommendation 4 asks forces and the NPCC to include the management of digital 

forensic kiosks in their governance and oversight frameworks.  

 

Governance for digital forensic kiosks is being explored to improve each force’s engagement 

in partnership with SW Forensics.  We are also doing this with other front-line tools such as 

computer triage and Rape and Serious Sexual Offences (RASSO) victim devices (Op 

Odyssey). 

 

Devon and Cornwall Police are supporting the Regional SDO Governance Board to maintain 

oversight, support and resourcing requirements around maintaining front line tools in areas 

such as funding, accreditation requirements, adherence to procedures, resourcing, 

governance and performance. 

 

Force Senior Responsible Officers (SROs) will be established to support the line 

management and oversight of front-line officers deploying such forensic tools in accordance 

with legislative and quality requirements.  

 

SW Forensics has an already established International Standards Organisation (ISO) 

Governance Board where demand upon digital processes and DFUs, alongside standards is 

a standard agenda item, ensuring regular conversations take place. 

 

Recommendation 8 asks forces to integrate digital forensic services under their existing 

forensic science structure.  

 

I am happy to report that Devon and Cornwall Police, as part of SW Forensics, already 

includes digital forensics within its current forensic science structure. 

 

Devon and Cornwall Police, working collaboratively as part of South West Forensics, 

understands the importance of digital forensic demand and the need to adapt and manage 

change. We are constantly looking for ways to better ourselves and stand proud with the 

processes we already have in place. Having already taken great strides in these 

recommendations, we will continue to work towards the goals HMICFRS have set out.  

 

4.0 Commissioner’s response 

 

I welcome HMICFRS’ report into the polices use of digital forensics. High quality and 

accessible Digital Forensics is an expectation within communities and the majority of crimes 

all now have some form of digital footprint. This makes volume and turnaround times a key 

issue in public confidence. Whilst our partnership in the South West has provided a higher 

level of collaboration to modernise the service and provide greater value for money, the 

external demands on maintaining the appropriate levels of nationally required ISO 



 

 
Accreditation are a barrier to achieving a swift and agile service within the current resource 

constraints. This is an issue which I have raised with the government through the 

consultation on the 2023/24 police funding settlement to highlight barriers to improved 

efficiency, effectiveness and productivity. 

 

However, in Devon and Cornwall, I oversee the current mechanisms in place to review the 

volumes for digital forensics, in collaboration with South-West Forensics. I look forward to 

seeing the results of the demand modelling work which will be undertaken, and I hope this 

continues to help manage the volumes across our force area. 

 

I further recognise Devon and Cornwall Police’s efforts to improve the triage of digital 

forensics, particularly for victims of Rape and Sexual offences under Operation Odyssey. 

Effective triage makes way for more effective prioritisation of cases, and crucially a better 

service for victims. 

 

Digital Forensic Kiosks (DFKs) - which use software to preview and extract data from digital 

devices - are another tool that can be utilised in the triage process. HMICFRS recommend 

the management of Kiosks should be implicit in forces governance and oversight frameworks 

and I recognise that the Chief Constable will look to explore this. I will remain interested to 

understand the conclusions of this work, particularly to determine whether DFKs are to be 

included in any such frameworks. 

 

Devon and Cornwall Police, as per HMICFRS’ recommendation, have already integrated 

digital forensic services under their existing forensic science structure. This allows for more 

centralised management and integration of services, and I am pleased that the force is 

already benefiting from this. This has all been part of our regional collaboration ambitions. 

 

Digital forensics is an important area of policing, and its impact should not be understated. If 

we don’t get the examination of digital devices right, or the process takes too long, this may 

mean missed opportunities for evidence gathering, delays in bringing offenders to justice, 

and a poor service to victims of crime.  

 

This is why I am investing substantially in this area for the next few years to deliver a swifter 

service to the victims and suspects affected. 

 

If we want to bring more offenders to court, and, crucially, keep more victims engaged with 

the police, then we must ensure that forces are funded and resourced in a way that enables 

them to provide swifter, more effectively managed, digital forensic services.  

 



 

 

 
Alison Hernandez 

Police and Crime Commissioner 

Devon, Cornwall and the Isles of Scilly 


